
Children are using the internet at increasingly younger ages, 

for longer periods 

and on a greater range of mobile technologies.

More than 130 suspects – including a former police officer and five teachers – were arrested in a crackdown on 
online child sex offenders – as UK law enforcement today asks the tech industry to increase their help eradicating 

preventable offending.

The suspects were arrested in a joint operation by the National Crime Agency (NCA) and forces in England, Wales, 
Scotland and Northern Ireland.

During the recent week of action, 225 warrants were executed, 164 children safeguarded, and 131 arrests made for 
offences relating to indecent images of children.

Of the arrests, 13 were registered sex offenders and 19 held positions of trust, with a children’s entertainer, an ex-
police officer and two special constables arrested.

The NCA received 82,109 individual industry referrals for child sex abuse images in 2017 - a 700% increase since 
2012.

In 2014 the NCA made just over 1,600 CSAE disseminations to forces. In 2017 the number rose to nearly 10,000.

Source: National Crime Agency Sept 2018
http://www.nationalcrimeagency.gov.uk/news/1458-nca-and-police-arrest-130-suspects-for-child-sexual-abuse-and-exploitation-in-just-one-week





That is around 
3.8 Billion people



Source: Digital Friendships - Childnet
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Most popular platforms 8-17 year old’s are using to chat

I would lose friends if I can’t 
talk to them online
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I would feel isolated if I couldn’t
talk to my friends via technology

71% of 5-7 years have an internet enabled device in their bedrooms
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Source: Digital Friendships - Childnet



Source: Digital Friendships - Childnet

Do you really understand 
what your children 
are doing online?





Do you remember 1989? 

Back to the Future 2 Technology predictions for 2015 

Video Calls ✅

VR ✅ What else? Holograms

VR (Virtual Reality)

AR (Augmented Reality)

The next BIG THING

AI (Artificial Intelligence)





We want the following things to be mandatory in the Code:

✓ High privacy by default

✓ Routine failure by online services to uphold their own terms 
and conditions must be considered a breach of the Code and     
subject to enforcement

✓ Geolocation must be off by default.

✓ Data is only taken during active use

✓ Child data impact assessments for all existing and new services

✓ A commitment from the Government to enforce the Code. 

Age-Appropriate Design 
Code





Everyone using digital devices 

are in danger as the brain 

does not distinguish between 

content. Educational apps, 

Pinterest recipes, Minecraft -
regardless .



http://www.bbc.co.uk/news/av/uk-43758910/the-design-tricks-that-get-you-hooked-on-your-phone
















Ever been invited to take a test or quiz and share the 
results online?

Ever been asked to ‘sign up’ to see results?

Ever been asked to share or ’like’ a page or post?

Ever wondered why you 
need to share personal information?

Be a better and safer friend, avoid 
sending or forwarding online chain 
letters that could contain viruses!

Personal Information and sharing online



Crime – through sharing personal information online

Take care with…
PHOTOS
ALBUMS
COVERS 

PROFILES PICTURES
SELFIES
DIGITAL 

FOOTPRINTS

All digital devices record the exact time, date 
and location of any photo taken

What is 
in your 
photo?

Make sure when 
checking in via FB you 
privacy is shut down



Understand what you are using and how it works

Bella Gooseberry

This area 
shows you 
all of your 

privacy 
settings.
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Posting privately and managing what you see

You will be surprised at the 
amount of control you have.

Make it easier to secure your 
online accounts.  

Use a desktop or tablet with 
a larger screen.



You will be surprised at the 
amount of control you have.

Take time to secure and 
manage ALL of your 

online accounts.



Youth Produced Sexual Imagery 



Sexting or Nude Texts

Snapchat



Viewing things differently

We might see and read 
the same things but 

how we might 
interpret them is very 

different.



Live Streaming

ALL apps have an age 
recommendation.

They are there for a reason.
If you need any evidence 
to help make a decision, 
Just read the reviews...



Safer Live Streaming

If you must 
and are old enough, 

livestream 
safely.





?Online and Live gaming can bring people 
into contact who may never have met 

otherwise.

The process of befriending and  grooming can 
begin online in live gaming and chat 

environments.

Online and Live Gaming 

Not everyone is 
who they seem…

Do you know who 
your child is ’friends’ 

with online?

Do you know who 
your child is speaking to 

online?

Do you know who is 
speaking to your child 

online?

Grooming 





Gaming should be fun…But it MUST be safe

Online and Live Gaming 



virtual private network

A virtual private 

network (VPN) is a 

technology that creates a safe 

and encrypted connection 

over a less secure network, 

such as the internet. VPN 

technology was developed as 

a way to allow remote users 

and branch offices to securely 

access corporate applications 

and other resources.

VPN



Routers



What to look out for

Losing track of time when online
Doesn’t like being interrupted whilst online

Isolation from other people
Defensive or excessive usage
Hiding his or her internet use

Only happy when he or she is online
Lots of new contacts, phone numbers 

or email addresses

Is your child addicted?

Do you recognise these signs in your own behaviour?



Among the most common signs to watch out for 
include children who:

• become very secretive, especially about what they are doing online
• are spending a lot of time on the internet and social media
• are switching screens on their device when approached
• are withdrawn or angry after using the internet or sending text messages
• have lots of new phone numbers or email addresses on their device



10 things you can do today to keep 
yourself safer online

1. Use secure networks
2. Secure household routers
3. Be mindful of what you are downloading and sharing online especially on work

devices
4. Secure all output devices – wireless printers, webcams, Smart TVs
5. Be aware of free downloads
6. Passwords
7. Clear your cache
8. Be wary of suspicious emails
9. Secure In-App purchases
10.Model positive behaviour online



10 things you can do today to keep your 
children safer online

1. Be positive about the internet
2. Be proactive about finding out what your children are doing online
3. Set boundaries
4. If your children must play online games that require locations to be turned on always turn off as

soon as the game ends.
5. Ensure that you have worked with your child to understand the apps that they are
6. Ensure that your child knows what to do if faced with upsetting behaviours
7. Keep Personal details private
8. Read reviews of apps and games before downloading
9. Recognise the signs of a potential problem
10. Ask your child from time to time if anything is worrying them.



Resilience
Critical Thinking



Online Safeguarding your School 
Community

with
Gooseberry Planet


